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Method of recordm‘_; a: not re"udlable dl‘_ 1tal» transmlssmn of

information __and: ldentlfvmg _the partlcmants 0 “the
communication S
FIELD OF THE INVENTION

The invention relates generally to the field of varote’Cjt'i"(!)n of the
communication integrity as well as certification and cryptoéraphy
applied to telecommunication nets in order to avoid ‘ille‘g’al_ intrusions
5 during the transmission. More particularly it concerns. 'a method of
identifying the credenti‘als' of the participants in :the-'eémmuni_catipﬁ_
for the not repudiable recording of the digital transmission of
information. '

10 STATE OF ART
two or more md1v1duals are presently on the market however none of
them has been developed and conceived to offer the users the
maximum security and easiness of use. F urthermore, all'such methods
15 base the identification ‘of the counterpart on insecure methods“'-by ‘the
nature of the instruments used: although secure cryptographlc
methods borrowed, for example, from electronic mail Systems ‘are
used, the nature itself of the apparatus facilitates the physxcal
misappropriation of the property with annexed keys. '
20 The object of the present invention is a communication method and
device programmed’ to - achieve the predetermmed aim . of secure
communication and identification. o
It is still an object of the present invention to provide a method ‘of
identifying the credentials of the participants- in the commiunication
25 also for a not repudiable recording of the digital transmission of
information by usihg, means and technologies which are known
among apparatus and protocols of the telecommunication nets ‘to
operate by reliable chat techniques of prompt implementation.
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followmg descnptxon and are accomphshed by a method of recordxng'
a digital transmission of information in a not repudiable way as well
as identifying the participants in the communication according to the
principles set forth in the appended claims.

By the use of special cryptographic protocols and -algorithms these
device and method allow a secure channel for communication and
confidential information exchange to be set up. ~without any
interception of the content of such communications. These
communication protocols exist at the state of art, however, they do-not
solve alone the problem of identifying the counterparts. In addition: to
the cryptographic security of the communication-a pamcular attention
is then paid to the secure identification of the p"ar’ti‘ciiaaﬁts in the
communication by providing biometric identification mechanisms-of
easy use and not repudiable conversation storing systems able to
provide a suitable complement to the identity check.

At the state of art it is then possible to establish a secure
communication that cannot be tapped in case all participants in the
communication have the public keys of all other participants if and
only if those public keys are provided in a secure way. This gives rise
to the problem of supplying the participants w_ith_.théir-own key in a
secure way on an insecure channel as before the exchange of the keys
no one can be sure that the counterparts are actually the owner of the
certificates of security or that such‘certiﬁcates_"are"-actual:l'y-'tho‘se sent
by the counterparts because the channel is not secure.

SUMMARY OF THE INVENTION

According to the finding, upon setting up the communication a secure
channel is provided by a suitable protocol which guarantees an
association between the public keys and the identity of the
participants.

The public keys are then divided into two groups: secure-and insecure
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keys. All of the keys which are unknown to the user are considered to
be insecure and all of the keys which are correctly identified and
accepted by the user are considered to be secure.

If the public keys received by the counterpart are different from those
stored in preceding conversations with the counterpart or are not
stored in the local memory of the users, they are considered to be
insecure and the reciprocal check of the ‘identities is carried out.
Regarding the secure keys, the identity check is carried out only in
case the user requires it expressly (if the key is. consiiiefed" to be
insecure again). v

The following protobol is carried out to identify the user 'aljlfdfévto.chec’k
the identity. : |

An identifier of the public cryptographic key of the sender is prov1ded
by a non-invertible mathematic (pure or p,rocedural). function. This
identifier is made interpretable by a person and '>displ'é1‘yﬁed to the
sender so as to provide a biometric model of the same. The biometric
model of the identifier is sent to the recipient. This model can be
signed by the private key of the sender to a greater security.

The biometric model of such numerical identifier is interpreted by-the
recipient and compared with the identifier calculated on the base of
the public certificate received upon setting . :'up' the secure
communication channel or the key by which it has been 31gned If the
identifiers match with each othér, the sender is- 1dent1ﬁed and the

- identifier exchange is repeated with exchanged roles:

In case of positive check of both keys, the same ‘are stored and
associated univocally with the counterpart of the communication, thus
providing a not repudiable check of the exchanged certificates.

If instead the initially exchanged pub'lic keys match with those stored,
the communication carries on without needing the preceding
authentication steps.

Once the public keys are authenticated, they can be used to sign
and/or encrypt the communication among parties,. thus. provndmg a

PCT/IT2007/000565
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secure, not repudiable channel.

The record takes place according to the procedure disclosed below.
Each terminal can. proceed apart from the other to keep  the
transmitted and/or received flows either keeping the transmitted: flow
and the received flow separate or mixing the same. |

The ‘device which are recording the flows are matched-on a. perlodlc
time 1nterva1 of segmentation of the recorded flows.. Such ﬂows are.
signed digitally by each device and the_sxgnature 1is e_x_changed among
the devices involved at such frequency.

Only by way of a better understanding of the invention and w1thout}
limiting thereby the scope and the fields where it can find apphcatlon
some spemﬁc embodlments will be described herebelow. -

DISCLOSURE OF A PREFERRED EMBODIMENT *
Going into details ofithe procedure the ‘users are’ supphed with * an
application able ‘to’ perform cryptographlc ‘operations - ‘using
asymmetrical keys'to sign or encrypt digital data and to use
symmetrical keys to encrypt data of digital flows: Such apphcauon
provides the following procedural steps. o
During the installation step or upon request of the user 1t generates a
digital certificate contammg user’s data and a palr of asymmetrlcal
keys. o SR
As an alternative, the program can be dlstrxbuted with a- Gertificate
ready to use enclosed with. '

After the generatlon of each pubhc or private key an umvocal-
identifier, so—called ﬁngerprmt is generated as a result’ of a not
invertible, mathematlc ‘function which is known at the state’ of art
under different variations, the so-called hashing function. A biometric
identifier is generated from each univocal identifier. This is generated‘
by converting the prev1ously obtained identifier into an alphanumenc '
sequence which represents univocally its value, then dlsplaymg sich
value to the user, and at last storing a biometric- representatlon of the

PCT/IT2007/000565
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user to be associated with such value; in case it 1sbotha record of the
user reciting the generated alphanumeric sequence and a picture of the
user carrying a label with alphanumeric codes: of 'the-séQuenc_e. This
identifier can further be signed by the private key of the user to offer a
further security means.

Upon setting up the communication, a symmetric key is generated
which is valid only for that c_omfnunic,atiion»sess_ion.gnd-,.iSj to be used
to encrypt the following communication to *pl‘c)t_;e‘cft-jihe fcéntérits".‘ This
key can be generated in different ways, i.e. either by key generation
algorithms existing at the state of art and able to::.protect;-thfe' k_eyffr»om
foreign listeners or by the caller usingthe public key"éf'the' recipient
(if available) to send the encrypted key to the reclplent or from a
shared secret. The negotiation of the method of’ generatmg this: first
key to be used is left to the discretion of the implementations. If the
method of generating and sending public keys is not used, the key is
only used temporarily to protect the exchahge of credentials as the
keys generated by other methods are not able to guarantee.the. se_curity
of the contents, and is replaced as soon as the certificates of the
counterparts are identified and considered to be secure by a new key.
The public keys of the participants to be used, in ::cgs’e:-'they -are
checked and cenSidered to be secure, for the' ' g'enera‘t‘i‘on of the
on the channel. These keys can- optlonally 1nclude the 1dent1ﬁer in
biometric format of the key enclosed with to automate the process. In
the connection setting up step all paxftsic‘iparflts'-have* optionally -the
possibility of regenerating his/her own identifier in biometric format
(the alphanumeric identifier being a function of the key used and then
always the same for a given key).

The check of the public key consists of the following steps that can be
performed simultaneously by the participants in the communication
which will be disclosed from the-point of view of only one user:

1) the user asks a counterpart the univocal biométric identifier of the

PCT/IT2007/000565
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public key, if not already distributed arid enclosed with the public key;
2) as soon as it is received the user calculates the identifier of the
public key of the counterpart from the key itself by using the same
algorithm used by the counterpart for the generat:ion of the
alphanumeric identiﬁer;

3) the user checks whether the identifier actually matches with the
biometric identifier. '

If the check is successfully, the certlﬁcate is stored as. vahd -if the
check fails the certificate is dlscarded and the commumcatlon
interrupted; optlonally, if ‘the uncertamty is. not removed a ﬁarther
interactive check can be carried out con51stmg of generatxng randomly
a trans1tory identifier, sendmg it to the counterpart and waltmg for a
biometric correspondmg one. ' B

In case of a first conimunication among parties ‘after the check, the
keys are stored and'associated urnvocally with the. counterpart of the
communication, thus’ prov1dmg a not repudlable check of the
exchanged keys whxch are needed for the following commumcatlon
check. IR R
Conversely, if the public - keys exchanged in the followmg
communications match with those: stored, the commumcatxon carries
on without needing any authentlcatlon steps, and the: generatlon of the
session key can be' performed directly by the caller by usmg ‘the
previously detailed ‘method consisting of encryptmg the: session ‘key
with the public keys of the counterparts and dlstnbutmg 1t to the
latter. '

For a greater securlty, before establishing the connection the ‘caller
can ask to repeat the bxometrlc credential exchange apart from the fact
that the key of the counterpart has been previously stored. ’
As further security measure, the exchange of biometric: ldentlﬁers can
also take place in interactive manner during or at the begmmng of the
communication. In this case one can ask to identify in a biometric
manner the key of the current session as warranty that the key is

PCT/IT2007/000565
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actually used by the counterparts.

In this. way the result of associating umvocally the keys used to make
the communication to the: recxplent secure is achxeved .

During the communication among parties all of the devices mvolved‘
record the content of the data transmission flow. This can be done in
different ways: each apparatus can either store the flow of the

counterparts or store all flows together keeping the same separated.

After the end of the communication or at detennifriied{-:intervals each
device signs the generated portion of the communication and sends
the hash thus obtained to the counterparts by using’", if necessary, a
suitable exchange algonthm for the dlgltal signature ‘which guarantees
that the devices receives the sighatures at the same time.

Such process uses the private keys of the.:partlc;pants,--tq-g'enerate-the
signatures by using protocols existing at the state of art. The storage
of the signatures by -all participants in the commumcatlon guarantees
that anyone could demonstrate the presence of the: counterpart in the
discussion by using the signature, the delivered public key and the
associated biometric identifier.

Thus it is obtained the result of a not repudiable communication.
Some specific embodiments will be described below with reference to
the accompanying drawings only by way of example without limiting
the scope and the fields of application of the invention.

In the drawings:

Fig. 1 is a time diagram of the steps of a calling to-a recipient with
unknown certificate;

Fig. 2 is a time diagram of the steps of a calling to a recipient w1th
unknown certificate and reject of the biometric identifier;

Fig. 3 is a time diagram of the steps of a calling to a recipient with
known certificate;

PCT/IT2007/000565



WO 2008/015723

10

20

25

30

Fig. 4 is a time diagram.:of the steps of a calling to a recipient with
known certificate and request of re-validation . of the biometric
imprint.

In these embodiments the sequence of operations is dlsclosed only to
check the ideritity by the caller and it is supposed the presence of only
two participants in the communication. Before the setting up of the
real communication channel and at the same time as the caller, the
recipient performs a similar check as the caller which is *depehdent on
the acceptance of the identifier by the caller but ,»i'nde'})‘erxdent of the
procedure used among those proposed by the caller: therécipientwill
perform a checking procedure suitable for the conditions of his/her
own telephone and the'state of his/her own stored certificates. **

Figure 1: callmg to. re01p1ent with unknown: cemﬁcate _

1. Caller “a” activates the program and selects the remplent “e” from.
the list of telephone-numbers or by dialling its number.

2. Telephone “b” calls. telephone “d” and establishes a session key. In
this case, as there is no certificate a protocol existing at the state of art
is used to generate the session key. As an altematlve the séssion key
can be provided from a shared secret of the two par.ues in the calling
or through alternative equivalent protocols.

3. Telephone “b” calls telephone “d” and attains the certificate. _

4. Telephone “b” checks through setvice “c” (that: can be the: memory
of the telephone rather than an outsmle certificate. test servxce) whether
the certificate is present in the list with the 1dent1fymg data.

5. In this case service “c” communicates to telephone “p” that the
certificate is unknown. o

6. Telephone “b” calls telephone “d” and asks it to supply a biometric
identifier.

7. Telephone “d” asks telephone “e

‘6 3%

a biometric model of the

PCT/IT2007/000565
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8.Telephone “¢”
9. Telephone “d” supplies telephone “b” with the-;blometnc.ldent_lﬁer‘
of the certificate. : o

10. Telephone “b” shows to user “a » the biometric identifier of the
certificate. ' '

e” supplies telephone “d” with the blometnc identifier:

11. User “a” decides in this case to accept the received biometric
identifier.
12. Telephone “b” sénds the certificate to storage “c

6,7

13. Storage “c” acknowledges the receipt of the certlficate

14. Telephone “b” communicates to telephone “d” that the
authentication has been accepted.

X. The recognizing procedure is carried out with exchanged roles,

15. The telephones inform the * respective - users that the
communication is secure and may start. As in "ﬂ{iiéf_é;iS& the  initial
session key has been generated in insecure way the ealler*'regene'rat'es
a new session. key and sends it in encrypted form together w1th the
public key of the remplent to the counterpart.

Figure 2: calling to recipient with uriknown certificate and reject of
the biometric imprint:

1. Caller “a” activates the program and selects recipient “e” from a list
of telephone numbers or by dialling its number.

2. Telephone “b” calls telephone “d” and estabhshes a sessmn key. In
this case, because of the lack of certificates a’ pretocolv-emstmg at the
state of art is used to generate session keys. Altematlvely, the session
key can be provided from a shared secret of the two partles in the
calling or-an alternative equwalent protocol. '

3. Telephone “b” calls telephone “d” of the recipi-efnt- and attains the
certificate. |

4. Telephone “b” checks through service “c” (that can be the. memory
of the telephone rather than an outside certificate test service) whether

PCT/IT2007/000565
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the certificate is presént in the list with the identifying data.

5. In this case service “c” communicates to tel'_ephone “p” thaté*the.
certificate is unknown.

6. Telephone “b” calls telephone “d™ and-asks it to supply a biometric
identifier.

7. Telephone “d” asks telep'ho’ne

(( b

a blometnc model of the
numerical identifier of the certificate.

8.Telephone “e”
9. Telephone “d” supplies telephone “b” with the biometric identifier-
of the certificate.

10. Telephone “b” shews to user “a” the biometric ldennﬁer of the

supplies telephone “d” with the biometric identifier.

certificate.

11. User “a” decides in this case to reject the . recelved blometnc
identifier. ' '

12. Telephone “b” shuts off the connection 1mmed1ately

Figure 3: calling to a recipient wn:h known certlﬁcate

1. Caller “a” activates the: program and selects rec1p1ent “e’ frem alist
of telephone numbers or by dialling its number.

2. As the number had been already checked, telephone “d” looks for
the certificate corresponding to the recipient through service “c” (that
can be the memory of the telephone rather than an outside certificate
test service). |

3. The service communicates the certificate to the telephone.

4. Telephone “b” asks user “a” whether “the ce'ftiﬁc'ate, is to be
accepted.

5. User “a” recognizes the certificate.

6. Telephone “b” communicates to telephone “d” ‘the acceptance of
the certificate and sends a random, encrypted session key together
with the public key of the counterpart. (If the counte:part had_changed
the certificate as he/she cannot accept the session key, he/she would
ask the caller a session key generated by another available protocol

PCT/IT2007/000565
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and would supply the caller with the new certificate and’; would repeat:
the biometric identification procedure).

X. The recognizing procedure is carried out with :excﬁé;ﬂg¢d.foles.

7. The telephones inform the respective userszthatiftl_ie,c_:;onlgrhurl"icatio'n:'
is secure and may start. ' o

Figure 4: calling to a recipient with known certi'ﬁeate-sa'n_:d:r'eq'uest_of
re-validation of the biometric imprint: |

1. Caller “a” activates the program and selects recipient “¢” from a list
of telephone numbers or by dialling its number.

2. As the number had been already checked, telephone “b” looks for
the certificate corresponding to the recipient through- serv1ce “c” (that
can be the memory of the telephone rather than an- outSIde certificate
test serwce)

4. Telephone “b” asks user “a” whether the certlﬁcate is to be
accepted.

5. User “a” does not recognize the certificate. v

6. Telephone “b” calls telephone “d” and establishes a:session key. In
this case, as the certificate is not recognized a .protocql ex1st_mg= at the
state of art is used to generate session keys. Alternatively, the session
key can be provided from a shared secret of the two parties in the
calling or through alternative equivalent protocols. |

7. Telephone “b” calls telephone “d” and asks it ‘a new biometric
identifier. | | o

8. Telephone “d” asks telephone “e” a. biometric ‘model of the
numerical identifier of the certificate. | S
9.Telephone “e” supplies telephone “d” w1th the blometrlc identifier.
10. Telephone “d” supplies telephone “b” with the’ biometric 1dent1ﬁer
of the certificate. | |

11. Telephone “b” 'S_hows to user “a” the biomietric identifier of the
certificate. |

PCT/IT2007/000565
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12. User “a” decides in this case to accept the received biometric
identifier. _
13. Telephone “b” sends the certificate to storage service “c”.
14. Service “c” acknowledges the receipt of the certificate.
5 15. Telephone “b” communicates to telephon“e “d” that the
authentication has been accepted. | _
X. The recognizing procedure is catried out with exchanged roles.
16. The telephones inform the respective users that the
communication is secure and may start. As in this case the initial
10 session key has been generated in insecure way the caller regenerates
a new session key and sends it in encrypted form together with the
public key of the recipient to the counterpart. |
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Claims

L. A method of identi‘fyirig: the. participants in the” communication
integrity and the correctness. of the mformatmn exchange ona dlgltal‘
channel and based on blometrlc, bn-dlrectlonal check and collectlon of
ensuring that the presence of the counterpart_ in ,the,. _co_mmumcatmn
can be authenticated by means of the signature, the delivered public
key and the associated biometric identifier.

2. A method of recording a digital transmission of information in a

not repudiable way as set forth in claim 1, charactenzed in that
cryptographic protocols are used to check the mtegrxty and the
correctness of the ‘information exchange on a dlgltal channel and
based upon bi-directional check and exchange subject to prlor check
of asymmetrical cryptographic keys by which the _conyersatlon is
carried on with standard encryption protocols, as well as upon
collection of the credentials of each participant in the communication,
thus ensuring that the presence of the counterpart in the
communication can be authenticated by means of the signature, the
delivered public .key and the associated identifier. -

3. The method of recording a digital transmission of information in a
not repudiable way and 1dent1fy1ng the ' participants in the
communication as set forth in any preceding clalm characterlzed in
that: _ ]

I — during the initialisation step a digital ‘c_ertiﬁcat:éi-ciontgéiﬁing" user’s
data and a pair of aéymmetrical keys are generatediof anhexed;

IT — after the generation of each public or private- key an univocal
identifier is supplied resulting from a known mathematic function, so-

PCT/IT2007/000565
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called not invertible hashing function, thus providing from each
univocal identifier a biometric identifier by: L |

a — conversion of the previously obtained identifier into an
alphanumeric sequence representing its value vuniv_ocalzly,;

b — displaying such value to the user; and at last

¢ — storing a biometric representatlon of the user to be assocrated to

. sald value

generated only for one commumcatlon sessron to be used to encrypt
the whole following commumcatlon sothat its: contents are protected
IV — the public keys of the participants to be used, if checked, to
generate the definitive session key during. the communication are
distributed in the - channel ‘these keys mcludmg opttonally the
identifier of the key enclosed with in ‘biometric format;

V — the check of the public key is carried out by the followirig steps

a) the user asks a counterpart the univocal 1dent1ﬁer of the public key,
if not already dlstrlbuted and enclosed with the public key,

b) the user calculates the identifier of the pubhc key of the counterpart _
from the key itself by usmg the same: algorl hm - used by the
counterpart for the generatlon of the alphanumenc ids Atlﬁer £

c¢) the user checks whether the 1dent1ﬁer actually matches thh the

biometric identifier; |

c-1) if the check is successfully, then the certificate is- stdfed“‘aé‘ valid:
c-2) if the check fails the certlﬁcate is d1scarded and the
communication mterrupted N b
c-3) optionally, if the uncertamty is not removed a further interactive
check is carried out consnstmg of generating randomly a transrtory
identifier, sendmg 1t to the counterpart and wartmg fora blometnc
corresponding one; | ‘

VI-a in case of a first communication among parties: after the' check,
the keys are stored and associated univocally with'the counterpart of
the commumcatlon thus prov1dmg a not repudlable check of the

PCT/IT2007/000565
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exchanged keys which are needed for the following communication
check; . | |

VI-b if the public keys exchanged in the‘-following“ communiéati()ns
match with those stored, the communication carries on without
needing any authenucatlon steps and the generatlon of the session
key is performed- dlrectly by the caller by encryptmg the session key
with the public keys of the counterpaﬂs and dlstrlbutmg it to the
latter; .

VII - during the communication among partles all dev1ces involved.
record the contents of the data transmission flow;

VI - after the end of the communication or at determined intervals
each device signs the generated portion of the jce_rnmuhi‘eati'bn and
sends it to the counterparts by using, if necessary, an exchange
algorithm for the d1g1ta1 signature which guarantees that the devices
receive the 51gnatures at the same time.

4. The method of recordmg a digital transmxssmn of 1nformat10n in-a
not repudiable way and 1dent1fymg the partlclpants in, the
communication as set forth in any preceding claim, characterlzed in
that after the. generatlon of each public or pnvate key: by: provxdmg the
univocal identifier. and the correspondmg biometric xdentlﬁer the
latter is further. sxgned by the private key of the. user to offer a further
security means. -

5. The method of recording a digital transmission of information in a
not repudiable way and identifying the pam(:lpants in the
communication as set forth in any- precedmg clalm charactenzed in
that during the setting up of the communication the symmetmc key to
be used to encrypt the followmg;commumcat_lon --1s~ge_nerated by the
usual key generation algorithms able to protect the key from foreign
listeners. | '
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6. The method of recording a digital _t'ransrnission..off-infofrna:tionr?-in a

‘not repudiable way and identifying the partlcrpants in' the

communication as set forth in any preceding claim, characterized in
that during the setting up of the communication the s”yn'irnetric key to
be used to encrypt the following communication is generated by the
caller using the public key of the recipient by sendmg it-to the' latter in
encrypted way.

7. The method of recordmg a dlgltal transmrssmn of mformatxon ina

that followmg the dlstnbutlon of the pubhc keys of the part1c1pants to
be used 1f checked “to generate the deﬁmtwe sessron key, all
own identifier in biometric format, the* alphanumenc 1dent1ﬁer bemg a
functlon of the key used and then always the same: for a glven key

8. The method of recordmg a digital transmission of 1nformat10n in'a
not repudiable way and 1dent1fy1ng the part1c:1pants in - the
communication as set forth in any precedmg claim; ‘characterized in

that in the following: commumcatlons after the ﬁrst 'even under
matching conditions” between the exchanged pubhc'keys' and’ those'
stored .and before estabhshmg the connection, thecaller can “ask to
repeat the biometric credential exchange apart from the fact that the

key of the counterpart has been prev1ously stored

9. The method of recordmg a dlgltal transmrssxon of 1nformatlon m ‘a
not repudiable way and ldentlfymg, the partlmpants 1n the
communication as set forth in any precedmg claim, characterrzed 1n
that, as further securlty measure, the exchange of blometnc xdentlﬁers
takes also place in interactive manner during or at the begmmng of the.
following commumcatlons asking to. 1dent1fy in‘a blometnc manner

PCT/IT2007/000565



WO 2008/015723

10

20

25

30

17

the key of the current session as warranty that the key is actually used
by the counterparts.

10. The secure m'ethéd according to any preceding claim, wherein
identifiers of cryptographlc keys are generated that can: be 1nterpreted :
by and/or are mtelhg1b1e to-anyone.

11. The secure method accordmg to any precedmg claim, wherein
biometric identifiers are generated from numerical 1dent1ﬁers

12. The method accotding to any preceding claim, Whéréiri it allows
the check of the owner of a cryptographic key.

13. The method according to any preceding claim, Wherem it allows
the check of the owner of a cryptographlc key by a biometric
identifier.

14. The method according to any- precedmg claxm wherem it allows-
the check of a session key or symmetric key by usmg blometnc
identifiers.

15. A device for the lmplementatlon of the method accordmg to
claims 10 and 11 by software programs.

16. The device for the implementation of the method. according to
claims 10 and 11 by software programs, wherein the‘id‘entities of the
actors in the communication are identified under security: conditions.

17. The device for the implementation: of the use of -secdré"publ:ib‘ '*kéyS-
by software programs according to claim ' 13; wherem a-secure
communication channel is provided among the actors in the
communication.
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18. The device for the implementation of the method according to
claims 10 and 11 by software programs:vus"i_ng the method ‘aciecé)rding to
claims 13 and 14, wherein a secure communication is provided such
that third parties are prevented from intercepting its content.

19. The device for the: 1mplementat10n of the method- aceordmg to
claims 10 and 11 by software programs usmg the _methodv accordmg to
claims 13 and 14, wherein a secure commumcatlon is- prov1ded such
that the identity of the caller is guaranteed '

20 The device for the iij'lerrientatidn of "the' rnefﬁéd 'éCCérding to

_]ust needs an 1nstallat10n of the’ program

21. The device for the implementation of the me'thod' 'aCcOr.din"g”td
claim 16 by software programs, Wherein it allows ‘secure
communications to be performed just by mstalllng the relatlve
program. * e T

22. The method according to any precedmg clarm wherem the
records are signed. " - :

23. The method accordmg to any precedlng clalm -wherein' the.
privacy in a commumcatlon is guaranteed .

24. The method accordmg to any preceding claim, wherem the
identities of the partres involved in a communication are. guaranteed
on a certainty.

25. The method of 1mplement1ng and dlstnbutmg dlgltal"
communication packets accordmg to any precedmg clalm, wherem-
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the identity of the packet is guaranteed for all devices parumpatmg in
the communication. -

26. The method of digitally signing the generated digital

communication- packets according to claim 22 wherein: the interaction

of the check operations is guaranteed

27. The method of simultaneously: signing commumcatlons accordmg
to claims 22, 23 and 24, wherem all partlclpants are glven a'not
repudiable model of the same owmg to the: cryptographlc sxgnature of
the records and the warranty of the privacy of the commumcatlon
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