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(57) Abstract: User message management and routing methods applied to a standard facility of delivery protocols and managed
according to the identity used by the user by means of: I - Identification of the identity producing the message; II - Application of
suitable headings to the message according to: a - identity of the user; b - regulations defined by the user; III - Routing of the message
& to geo-located output points where the message is input again into the standard delivery net. The system is a complement of the
already existing security systems for messaging services and adds also the protection of the privacy of the user to the protection of

the contents by uncoupling the identity used.
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Secure multi-identity: management methods for a centralized

'messaging service

The present inventioﬁ relates to net security problems, and
particularly those concerning the privacy of the actors of a messaging
system, and relies on already existing technologies with the aid of
privacy and identity. protection systems able to hide associations
between idehtity and subscription from the recipients of messages.
Index of acronyms ¢ ‘

DNS — Domain Name Server: net service attending to the resolutions |
of the textual domain addresses in their numerical counterparts;
moreover, it provide_s details of mail servers associated to textual

' domams L

IMAP or IMAPS — Intemet Message Access Protocol: net service for

-the users to gain access to a database containing electron1c-ma11

messages associated to that particular user; .

SMTP or SMTPS - Slmple Mail Transfer Protocol net protocol to
address and transmit e-mail messages;

HTTP/HTTPS — Hyper Text Transfer Protocol (Secure): net protocol
allowing data to be transferred from a service unit to an applicant. The
secure release provides additionally the encryption of the transit data.

State of art _
Electronic-mail systems are based upon concepts which are s1m11ar to
the traditional mail systems as far as the routing aspect is concerned.

. A subject is identified by an univocal address which is spec1ﬁed by

him/her as sender upon sending a message. Such address allows the

~ geographic delivery area of any mail message addressed to him/her to

be identified.

The mail service of the sender adds suitable notes (headings) to the
message indicating the transit of the same through the mail office
concerned. |
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- recipient.

'Thls operation is lrttle Juseful and can. be easﬂy detected by the
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) Such headings indicate the geographic position of the area where the -

subject has gone to hand over the message to the mail service.

-A sender may have several addresses, but if the latter are managed by

the same mail facility, they can be traced back to the same geographic
area. , ' B
Such a management by the traditional e-mail service providers causes
actual privacy problems.

Thus it is possible for the recipient of a message to 1dent1fy the
geographic area of origin of the same as well as the geographic area
where the sender handed over the message to the mail service. _
At the present state of art it is then impossible for the sender to
indicate an address hav;mg.‘a different geographic location from the
local mail service as. this difference__can be easily detected by theA

By way of example a. subJect sending a: message from Pans to

‘London can use Rome as sender address, however, the Bl’ltlSh

recipient will realize that the message was.not sent by -the Italian
Postal Service from Rome but the French Postal Service from Paris.

electromc mail systems

SR m e
T RN

Besides the sender address that can arb1trar11y be wntten by the sender
and the information relative to the service provider who is charged for
the message to be dehvered e-mail systems also- mclude the, nght

'address of the computer (or computer net) complhng and sendmg the' ,

message in the headmgs thus causing considerable prlvacy problems
Technical solutions to such problems have been experlmented w1th a

_ hmlted success. Some e-ma11 service provrders cancel the mformatlon

relative to the right address of the computer (or computer. rret)';;frgm

e r'I‘.

which the messages are-sent.

recipients of the e-ma11 messages. ECA
Under these clrcumstances it is possible for the re01p1ent to detect not
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only that the e-mail pfoﬁ}ider is still the same but also the geographic

- coordinates of origin and destination are still the same apart of the

presumed nationality ofan e-mail address.

_Subjects operating in international circles often need to communicate

with third parties 'by holding a different office in different
organizations with Wﬁiqh_ they cooperate in different countries. To do
this, théy should Qriginate information flows relative to any
organization from thé country of origin both to prevent interceptions
and to show to third parties to stay physically in a determined
location.

There is then the need for using a single e-mail client to communicate
by the access to a siﬁglé point with a single e-mail account through .
multi-identities (e—mgil)_the information of which at the input and the
output of the systefh flows exclusively on communication lines

~ relative to the countries of origin of the specific identity used and

provided with headings which certify the presence of the sender in the
same country. o

" The invention aims at p‘foviding an e-mail platform able to carry out:

- a geographic distribution of the message flow input/output points;

- geographic message routing mechanism based, upon the preferences
of the sender or the service provider (and not the traditional routing
method based upon the :recipient address); .

- an use of geo-located multi-identities through a single account;

- a management of the geo-located e-mail headings according to the
preferences of the user or the service provider. |
It is still an object' of the present invention to provide an e-mail |
platform able to carry out a centralized multi-identity management
both of the routing headings and the routing according to the sender of

- the message, thus allbwing the operation with a flexible uncoupling of
- the sending identity from the identity of the sending user.
- At last an object of the present invention is to provide a platform

using known means and technology within technology and protocol of
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'descrlbed herebelow W1th reference to the sole ﬁgure in

‘Descrrptlon of some preferred embod1ments
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Internet to operate with a net facility of easy maintenance and prompt
feasibility. ‘ '

. These and other objects which will be more readily apparent from the

following description are accomplished by a multi-identity

management method for centralized messaging services according to

the principles set forth in the appended claims.

The e-mail platform consists of several servers that manage the
several aspects of the system. From the operation point of view the
several logic units are able to exchange with one another data
regarding the state of the message and to forward the message to the
following logic unit by mailing or to the final destination by delivery.

The-net system. is 1ntegrated and. cooperate with. the already: eXIStmg
security. systems. Actually, such units allow the message to appear as '
“or1g1nated by .the .server. un1t operating .at_ ‘a . primary.; stage of
interaction with. the Juser and processing SMTP or. SMIPS. outputs, ’
and each domain can be arranged to.be outputted from .any unit so, that

| the .origin of the e-mail. message is masked and the user is uncoupled
Jfrom the impersonated identity. . Co ot emrane

* Actually, the main advantage is. certalnly to add to the protectlon of
the .contents also the .protection of the privacy of the -user.-by.: de-
coupllng him/her from the sending identity.

In order to better clarify, the invention and wrthout 11m1t1ng 1ts scope :

and fields of appllcatron _some. spe01ﬁc embod1ments wi

general block diagram of the apparatus of the invention s shown.... -

N T
Lt}

The electronrc ma1l is;a largely w1despread studled communlcatlon
standard whlch is the obJect of many technlcal embodlments solvrng

_already the problems of the protectlon of the contents and then an

object of the present. 1nventlon is to 1mplement the 1dent1ty Every

, ma1l server allows two poss1ble routing modes: the ﬁrst one 1s the
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forced routing to a fixed destination of the message, the second one
instead is the resolution of the destination of the message by direct

- request of DNS server responsible for the domain of belonging of the
- e-mail. In the following description the implementation of the first

routing method is referred to as “forwarding”, and the implementation

. of the second routing method is referred to as “delivery”.

The implementation consists of several servers managing the several
aspects of the system and operating to ensure the confidentiality of the
sensible data of the users. In particular, three*categories of servers
managing the several communication aspects are identified:

- storagé servers: machines where user’s messages are stored;

- backend servers: machines responsible for protecting the
confidentiality of the messages and implementing the geographlc
routing to the geographical servers; _
- geographical servers: relay machines responsible for delivering the
mail to the recipients simulating the local production of the message.
Such systems are supported on the user’s side by messaging |
applications responsible for managing the encryption of the contents
in the user’s machine to guarantee the confidentiality of the contents

" since before the reception of the contents by the system. Actually, the

whole system is divided in logic units able to exchange data regarding
the state of the message with one another and tp forward the message
to the following logic unit by forwarding or to the final destination by
delivery. |

I - The messages sent by the users through mail client are delivered to
unit 1 (server operating at a primary stage of interaction with the user)
which re-addresses the SMTP or SMTPS connections to the logic unit
3 and any IMAP or IMAPS connections to. logic unit 2 and controls
the authentication of the user as well as checks that the defined
identity to send the message is accessible by that particular user. In
case the message is sent through web interface, the user gains access
through HTTPS protocol to logic unit 1 which re-addresses the
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connection to logic unlt 2 (service server for user’s processingj which _
is responsible for prov1d1ng to client web the interface for sendlng e-
mails and all of the activities of authentication and vahdatlon
performed in the same way as unit 1. After these initial tests the

' message is forwarded to unit 3 (service server for SMTP or SMTPS

output processing) by SMTP or SMTPS protocol. A lot of units 1

- managing the access of the users can coexist to ensure a greater

separation among users. Unit 3 forwards the message to unit 9 (output
filter service server) to be further processed As unit 9 returns the
message to unit 3 the server provides for 1dent1fy1ng the sender and
reading from unit 6 (serv1ce server for administrative processmg) the
routing . information . relatlve .to the sender and accordlng to,; this
information forwards .the message. to that logic unit .7. (server

- operating at a primary. stage of interaction with. ;other;,._&utﬁl.de-

management and delivery services and processing SMTP .outputs) -
indicated among the available units as output point of the sender. Unit
7 is responsible for cancelling the routing headings inside the message

- as well as delivering to final destination.

After hav1ng been processed as disclosed above and if. env1saged by

_the user’s preferences or those of the service provider . or the

administrator of the group of users, output messages can be:

- handed over to an outside post system for ‘the dellvery to final
destlnatlon co : .

- handed over to an 1n51de mall box of tran51tory storage prov1ded 1f
necessary, at the moment in this case a notice contamlng the
information to gain access to such message mail will be sent to ﬁnal
destination. . y

If an encryption is: preferred then the mail kept locally w111 be_
encrypted by a sultable method: sender and recipient may agree a
password for each message or the re01p1ent may select a password ora

. permanently valid cryptographic key which will be used for all future

messages received by him/her.
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These numerous units are the only elements of the actual facility seen
by the outside mail systems upon sending the e-mail, each identity .
and each user being arranged to leave any such numerous units so that
the origin of the message is masked and the user is uncoupled from

_ the impersonated identity.

IT — Messages directed to mail boxes managed by the present system
are delivered from the servers of the sender systems to logic unit 8

" (server operating at a primary stage of interaction with the system

managing global e-mail and processing SMTP or SMTPS inputs).
DNS server which _"is- responsible for indicating to outside mail
systems to address the e-mail to a particular unit 8 among those
available according to the sites to which the domain is deSired to
belong is arranged for each domain managed by the system. These
units are similar to units 7 and serve to keep the consistency among
output and input points of the electronic mail and upon receiving the
message forward it to unit 4 (input filter service server). Unit 4 |
controls that the input message has valid recipients inside the service
and forwards the message to unit 10 (input filter service server). After

* the message is retumed from unit 10 to unit 4 it is further forwarded

to unit 5 (storage service server for IMAP or IMAPS access to c}mail)

- to be stored and made available for the users.

III — Users who want to gain access to their own mail system perform
IMAP or IMAPS access through webmail or IMAP or IMAPS client
by the connection td\ logic unit 1 which re-addresses the connections
to logic unit 2 which gains access to logic unit 5 through IMAP or
IMAPS proxy. Acc@rdi_rig to this embodiment users cooperate with
the identity to which they gain access as sub-files inside the ﬁlés of
their IMAP or IMAPS account which are combined hlerarchlcally by
domain. : . : '
Units 9, 10 include mail service filters responsible for man.ag.ingﬂ on
the base of user preferences the production of routing headings to.be
added to output mail .messages according to the identity speéiﬁed
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upon sending and 1nc1ud1ng information regarding the desired
apparent origin of the message as well as information regarding the
intermediate servers which processed the message. Input filter (unit
10) further provides advanced functions forming the core of the added
value of the service and 1nclud1ng among others:

* -"any encryption of the input message by a suitable cryptographlc key

belonging to the re01p1ent

. - sending notice e—ma11 regardlng the receipt of the e-mail,

- forwarding the message as annexed to another address based both on
the sender and the rec1p1ent - ’

These functionality can be controlled by the usérs or the prov1der or
an administrator of - groups of users through a suitable available
interface, for example, but not limited thereto, with HTTPS service
from logic unit 1 all'owing their interaction and the partial control of
the operations performed by the filter. The interface allows the
following settings:

- number of notices for- each identity and the1r recipients,

- number of re-addressing for each identity and their recipients,

. -.advanced functionality of forwarding messages again which a_llows

an identity to send the ‘mail message to an address chosen by the user |

provided that the sender belongs to a defined address list,

- content protection functionality which prevents the user from
sending e-mail the content of which is not encrypted,

- advanced functlonallty of content protection which encrypts
automatically the not.encrypted messages of the user by a local
transitory deposit system if the cryptographic key of the recipient is
not available. - | ,

With respect to the traditional mail system a complete privacy
protection - is accomplished as only the geo-located servers: are
connected to the message destinations and the routing information
able to relate the real 'message delivery point to the virtual delivery

point of said system is concealed.
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Claims

1. A method of managing and routing user’s messages transmitted to a
standard delivery protocol facility and managed on the base of the

 identity used by the user, characterized by the following steps:
i —identifying the identity that generates a message,

ii — establishing message headings based on:

a — identity of the user, and/or

b — regulations defined by the user, '
iii — routing the message to geo-located output points where the
message is re-introduced into the standard delivery net.

2. The multi-identity management method for centralized messaging .
services according to. clarm 1, characterized by the following. steps: .

i — delivering the messages sent by the users, through mail client to a:
server (1) operatlng at.a primary stage of 1nteract10n with the user .
who re-addresses SMTP or SMTPS connectrons to unit logrc (3) and
IMAP or IMAPS connectlons to logic unit (2), manages the

- authentication of the: user and controls that the identity defined for

sending the message is accessible by that particular user;

.11 — after the initial test,, forwardlng the message to service. server (3)

for processing SMTP.or SMTPS outputs by SMTP or SMTPS
protocol;

iii — transmitting the message to be subjected ‘to further processing
from service server (3) processmg SMTP or SMTPS outputs to

service server (9) operatrng as output ﬁlter e E et s on
iv.— after server (9) transmlts back the message to service; server (3)
for processing SMTP or SMTPS outputs 1dent1fy1ng the sender by
means of server (3) Wthh also reads from admlnlstratwe processmg
service server (6) routlng 1nformatlon relatlve to sender and .on the
base of this 1nformatlon forwards the message to server (7) operating
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at a primary stage of interaction with the other outside management
and delivery services; : - |

\ processing SMTP outputs by server (7) operating at a primary
stage of interaction with the other outside management and dehvery ‘
services and being avallable as output point of the sender, and. further
cancelling inside rout1ng headings of the message and the dellvery to

. final destination.

-

3. The multi- identity?;-“rria’nagement method for centralized messaging

services according to any preceding claim, characterized in that in
case the message is sent through web interface the user gains access
through HTTPS protocol to service server (2) for user’s processing
which is responsible for providing to client web the interface for
sending ‘e-mails and all of the activities of authentication and
validation performed in the same way as unit (1) operating at the
primary stage of interaction with the user.

4. The multi-identity,imanagement method for centralized messaging
services according to any preceding claim, characterized in that it

~ operates with a lot of-servers (1) activated at the primary stage of

interaction with the user and managing the access of the users to
ensure an optimised separation among users.

5. The multi-identity management method for centralized messaging
services according to any preceding claim, characterized by the
following steps:

i — delivering the messages directed to mail boxes by the servers of
the sender systems to server (8) operating at a primary stage of
interaction with the system managing global e-mail and processing
SMTP or SMTPS inputs, and arranging for each managed domain the
DNS server which is responsible for indicating to outside mail
systems to address the: e-mail to a particulér server (8) amohg those
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available according to the sites to which the domain is desired to
belong; '

ii —keeping the consistency among output and input points of the
electronic mail by server (8) and, upon receiving the message,-
forwarding it to server (4) acting as input filter controlling that the
input message has valid recipients inside the service and then
forwarding the message to service server (10) acting as input filter;

 iii - after the message is returned from server (10) to server (4) acting

as input filter, forwarding such message to service server (5) for the

. storage and the IMAP or IMAPS access to e-mail so that the message

is stored and made available for the users.

R IR I LR e TR T o T
[FER DU S S A S OSSR U A I A P AR SRR S A U T D L e oL

PP

6. .T.he multi-identity management method for centralized messagi’ng

services accordmg to:any. precedmg claim, characterized. in that, users
who want to.gain access to their own ma1l system perform IMAP or
IMAPS access - through webmall or, IMAP .or IMAPS, chent by the

......

w1th the user whrch re- addresses the connectlons to user’s; processmg :

service. server, (2) . wh1ch In, turn; gains access to storage SErver; (5)

| ,.cooperates w1th the 1dent1ty to Wl’llCh they gam access as subrﬁles
‘1ns1de the files of their IMAP. or IMAPS account Wthh are combmed
vhlerarchlcally by domam T

[T
St

'8 The mult1 1dent1ty management method for centrallzed messagmg

services accordmg to. any precedlng cla1m characterlzed i .;that

fserv1ce server (9) actlng as output ﬁlter and serv1ce server (1 0) actlng

as 1nput ﬁlter 1nclude ma11 serv1ce ﬁlters respon51ble for managlng on ‘
the base of user’ s or, prov1der s preferences the productlon of routmg
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headings to be added to 'output mail messages according to the
identity specified upon sending and including information regarding
the desired apparent ‘origin of the message as well as information
regarding the intermediate servers which processed the message.

9. The multi-identity "fi.nénagement method for centralized messaging
services according to any pi'eceding claim, characterized in that server
(10) acting as input filter performs the function of forwarding the
message as annexed to another address based both on the sender and

the recipient.

10. The multi-identity riianagcment method for centralized messaging
services ‘according to any preceding claim, characterized in that the
setting of the number of notices for each identity and their recipients

* is performed.

11. The multi-identit}) rhanagement method for centralized messaging
services according to any preceding claim, characterized in that there.
is provided the functionality of forwarding messages again which
allows an identity to send the mail messagé to an address chosen by

the user provided that the sender belongs to a defined address list.

12. The multi?identity management method for centralized messaging

- services according to any preceding claim, characterized in that there

is provided a content protection functionality which prevents the user
from sending e-mail the content of which is not encrypted.

13. The. multi-identity management method for centralized messaging
services according to any preceding claifn, characterized in that there
is provided an advanced functionality of content protection which
encrypts automatically the not encrypted messages of the user by a
local transitory deposit system 1f the cryptographlc key of the
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recipient is not available and sends a notice to the recipient.

14. A data communication facility for the multi-identity management
of centralized messaging services according to any preceding claim,
characterized by:

- server (1) operating at a primary stage of interaction with the user,

- service server (2) for the user’s processing;-

- service server (3) for SMTP or SMTPS output processing;

- - service server (4) for SMTP or SMTPS input processing;

- server (5) for storing IMAP or IMAPS;

- service server (6) for administrative processing;
s.server (7) operating;at.a primary stage of interaction with the user

and processing SMTP or SMTPS outputs;

- :server (8) operating, at, a pr1mary stage of mteracuon with. the user
s:and processing SMTP, or SMTPS inputs; .
- service server ) act1ng as output ﬁlter

- service server (10) acting as input filter.

15. The multi-identity management method for centralized messaging

services according to claim 13, characterlzed in that sender and

recipient may agree a; password for each message, and the’ thereby
encrypted message 1_s deposited in a transitory deposit system and a

notice of a new message is sent to the recipient.

g 16 The multi- 1dent1ty management method for centralized messagmg
‘ serv1ces accordmg to cla1m 15 whereln the reclplent apart from the

knowledge of the sender may select a cryptographlc key or password
W1th prolonged valldlty in time by Wthh the messages 1n the
transitory deposit are encrypted '

'17. The multi- 1dent1ty management method for centralized messaging

services accordmg to any preceding claim, wherein SMTPS protocol
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is used instead of SMTP protocol.

18. The multi-identity management method for centralized messaging
services according to any preceding claim, characterized in that
IMAPS protocol is used instead of IMAP protocol.
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FIG. 1
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